
Agreement NO. 2026-0265-CORR

NEW MEXICO I.AW ENFORCEMENT TELECOMMTINICATIONS SYSTEM
AND THE NATIONAL CRIME INFORMATION CENTER

MEMORANDUM OF UNDERSTANDING BETWEEN
THE NEW MEXICO DEPARTMENIT OF PIJBLIC SAFETY

AND

Agency Santa Fe County Adult Detention Facility

This agreement is made and entered int" thd f!a"1 o[ March 2026 dtor,rgh rhe 31.,dav of
December 2026 bv and between the New N{exico Deparnrent of Public Safety (hereinafter refered to as DPS)

and Or(inating Agency ldentifier (ORI): a cdminal justice and/or law enforcement agency (rereinafter teferred

to as USER AGENCY). The DPS serves as d.re CiminalJustice Information Sewices (CJIS) Systems Agency

(CSA) in New Mexico for the Federal Bureau of Investrgation\ (FB! Nationat Crime Infonnation Center (|JCIQ and

is the supervisory agency for the New Mexico Crirninal Justice Infor:rnation System (IIMCJIS), NCIC Cdrninal

Flistory Interstate Identification Index (II), and all other Criminal Justice Information System (QlS)-related

sy,stems including New Mexico Law Enforcement Telecommunications System (I{N{LETS). The ]otemational

Public Safety and Justice Network (.JLETS), a long-standing non-gor.ernmeotal organization, facilitates New

Nlexico Law Enforcemeot Telecommunications System QTINILETS) services in New N{exico.

Whereas, because DPS serves as the State agenry respoosible for the management and operation of the above

services, the purpose of this agreement is to govem the exchaflge of, and responsibility for, the information

shared between the DPS Systems and the USER AGENCY. The DPS udll facilitate local law enforcement and

other criminal justice agencies' requests to participate in the information services provided on the DPS network

as long as the USER AGENCY abides bv applicable federal and state laws, regulations, policies, and procedures

related to these svstems.

The DPS mahtains and operates the NN{LETS computcr system under shared management pursualt to this

User Agreement. A Terminal Agency Coordinator (referred to hereafter as the "'fAC') shall be designated for

each USER AGENCY and is responsible for that Agency's use, security, and personnel. All paties will operate

h accordance witi New Mexico and Federal law. This Agreement shall be governed, construed, and enforced

in accordance with the larvs of the State of New Mexico. This User Agreement shall not be amended; any revision

will tequire a new versioo of this agreement to be approved by the DPS and signed by all part.ies.

SECTION 1I NMLETS/NMCJIS

THIS SECTION APPLIES TO ONLYNMLETS TERMINAL AGENCIES

1.1 DUTIES OF THE DPS: Upon receipt of inquiries ftom the USER AGENCY which contain all the

data elements required by the NMLETS/NMCJIS and NCIC Systems, the DPS agrees to firnish the USER

AGENCY such criminal justice information as is available through the NMLETS, and further agrees to

furnish record information as is ar-ailable and authorized from the FBI/NCIC System. The DPS agrees to

incorporate t}re necessary mles and regulations of the State of New Mexico, the Federal Government,

NCIC, NLETS, and NMLETS/NN{CJIS Operating N{anuals hto training as necessary, and to provide

specialized training on such mles and regulations to the USER AGENCY TAC on at least an aoeualbasis.
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The DPS futher agrees to provide NMLETS operational and IIit ConFrmation support to the USER

AGENCY. The DPS will maintain an automated log of all hot Ele and 11I transactions as prescribed in the

FBI CJIS Security Poligv. These documents are available in the DPS CJIS Web Porta-I. If USER AGENCY
accesses NMLETS and is unable to access this portal, please submit a ticket via the Help Center at

hrrps: / / help. dps. n rn.gor requesting a Virual Private Nerwork (\rPN).

The USER AGENCY will familiarize its personnel who ultimately use information received via

NMLETS/NMCJIS with the (IJLETS) Rules, Policy, and other operating or dissemination instructions as

are found in the NCIC, NLETS, and NN{LETS/NMCJIS Operating N{anuals, and the FBI CJIS Security

Policl'.

The USER AGENCY further agrees to restrict the use of NMLETS/NMCJIS to those legitimate purposes

described in the NCIC, NLETS, and N1\{LETS/NN{CJIS Operadng Manuals, aod the FBI CJIS Securin'

Policy, and agrces not to provide information received via NN{LETS/NMCJIS to any other €eocy or

person who is not covered by a valid and current agency user agreement with NMLETS/NMCJIS except

as may be provided by law.

l. Incident Reporting and Infotmation Sharing

The User Ageacy agrees to comply with the CJIS Systems Agency (CSA) incident reporting

iequirements and procedures for all c1'bersecurity incidents that impacg or have the potential to

impacq the confidentialigv, integity, or availabiliqv ofthe Agency's oetwotks, systems, applications,

or infrastructure connected to, supportirl& or capable of storing, processing. or transmining

Criminal Justice Information (QI).

ii. Reporting Timeftame
Per CJIS Secudq' PoLicy (lR-6), all suspected incidents must be reported immediately-and no

later than ooe (1) hour after discoverl'-to DPS CJIS Systems Agency (CSA). Agencies must follow

the CSA Incident Reporting Phone Tree until a live contact is reached.

iii. Repottable Incidents

a. Security events - suspicious oetwork activity, phishing/malicious emails, malware.

b. Breach events - unauthorized access or compromise of CJI or Personally ideotifiable

Information pII).
c. Supply chain events - countelfeit or malicious hardware/software.

d. Physical events - loss/theft ofCJI dwices or unauthorized physical access.

iv. Indicators of Compromise (IOCs)
Agencies will provide known iadicators of compromise to the CSA as prompdy as operationa\
feasible to enable time\ detection and assessment of potential impacts within the CSA's
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1.2 DUTIES OF THE USER AGENCY: The USER AGENCY will collect, receive, store, use, and

disseminate all information covered by the terms of this agreement in strict compliance u,itl all present

and future Federd and State laws and regulations, and with all rules, procedures, and policies adopted by the

DPS as described in the NCIC, NLETS, and NMLETS/NMCJIS Operating Manuals, and the FBI CJIS

Securiw PoLicy. The NMI-ETS/NMCJIS system is restdcted to sen'ing the irformational needs of
governmeotal crimiral justice agencies and others specificalll authorized bv law
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efiiI()nITlcItt.

Incident Response Summary

Following containmeot and recovery, agencies will submit a comprehensive incident repoit to the

CSA. This report must include:

a. A description of the incident and timeline of wents,

b. Steps taken to contain and remediate t}te issue,

c. Detailed temediation and environment-hardening fieasures implemented, and

d. A complete list of identified IOCs.

The USER AGENCY acknowledges that these requirements are designed to ensure timely detection,

containment, and coordinated lesponse across the CJIS community. Detailed procedures, including

immediate action steps and the CSA Incident Reponing Phone Tree, are published separately by NMDPS

and must be adhered to in firll.

ALL Cybetsecurity reports are CONFIDENTIAL - IMMEDIATE REPORTING IS CRITICAL
TO PROTECT THE STATE AND CJIS NETWORKS.

Under New Mexico's Iaspection of Public Records Act (IPIIA) (NMSA 1978, S14-2-1(A)(7)),
records that could expose security lrrlnerabilities-such as tactical plans ot cybersecurity

reports-are exempt from disclosure to protect public safety and prevent potential terrodst or
cyberattacks.

Accodiagly, the cybersecutity reports ate consideted confidential and are exempt from

disclosute under this provision, as theit telease could compromise public safety and secutity,

1.3 DATA SHARING: The USER r\GENCY is responsible and accountable for ensuring that aoy

contractors/vendors they contract with that utilize NCIC and NNILETS/NMCJIS data will share data with

DPS, in a time\'manner, for common purposes as defined by DPS.

1.4 ACCOUNTABILITY AROUND DATA SHARING: The USER AGENCY has sole responsibility

and accouotability for ensuring compliance with all laws, regulations, policies, and procedures applicable to

its entry and sharing of information ircluding, but not limited to, the federal Driver's Privacy Protecdon Act
(18 U.S.C. $2721 et seq.) as well as any and all applicable New Merico State laws pertaining to records and

data.

1.5 EXECUTORY CI-AUSE: It is understood by and between the parties hereto that the DPS is obligated

to provide services described in Section 1.1 above to the USER AGENCY, and the USER AGENCY is

obligated to provide information to DPS as described in Section 1.2.

1.6 DUTIES OF THE TAC: The USER AGENCY \\,ill designate an individual to serve as the TAC who
shall be responsible for ensuring compliance with NMLETS/NN{CJIS and NCIC policy and regulations,

including all duties oudined in the NCIC TAC Handbook. The TAC urill work direcdr. with the Neu'
Irfexico CJIS Systems Of6cer (CSO) or designee on all matters dealing with NMLETS/NNICJIS. Each

Agency shall provide at least one trained secondary TAC to serve in the primary TAC's absence.
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Duties of the TAC include, but are oot limited, to:

i. Maintaining the most current versions of the CJIS Secunty PoJicy, NMLETS/NMCJIS
Operating Manual, and NCIC Operating Manual and making them available to the appropriate

personnel;

t. Ensuring all staff are provided with training adequate for tleir responsibilities, duties, and degree

of CJIS Systems access o! use;

in. Appropriately managing operator access to CJIS Systems to include determining appropriate

access, managing account password reset and submitting a request with the useJ access form to

DPS to teminate access immediately upon separation of the employee;

iv. Disseminating essential system-related bulletias as needed to relevant agency personnel;

v. Reporting any allegation or Ending of misuse of CJIS information by agenry personnel to the

DPS;

vi. The TAC shall be respoosible for ensuring adequate training for operators within the aryncy;

vii. Being &e main point ofcontact for the CJIS audits; aod

vi.i.i. Completing monthly Validations through the DPS identified s,vstem.

The iadividual selected as the OPSR for the USER AGENCY shall be identified on the 6nal page of this

document. Any changes to this desrgnation must be cornmunicated within ten (10) working days to the

NCIC Coordirator for t}le DPS, via the Help Center at https://help.dps.nm.gov or dps.ncic-

support@dps.nm.gov or calling 505.827.341 3.

The Criminal Justice Agency's Chief Securiq Authoritv (CSA) acknowledges that, in certain agencies, the

Terminai Agency Coordinator ffAC) aod the OPSR roles may be performed by the same individua].

However, the agency and individual are still responsible for ensudng that all duties and responsibfities

oudined for each role ir the curent FBI CJIS Security PoJicy are firlElled in accordaoce with policl
requtements.

Duties of the OSPR include, but are oot limited, to:

i. Maintainiog the most crurent version of the CJIS Security Policy aod making it available to the

appropriate personnel

ii. This individual and the Agency Head are also responsible for enforcing the policy at the Agency;

iii. Identifying and documenting how their Agency interface is connected to the State s)'stem

(lr{etwork Diagram);

iv. Ensuring that persoorel security screening procedures are followed as stated in this policy;

v. Ensuring that the apptoved and appropriate security measures are in place aod working as

erpected;

vi. Serving as the technical point of contact for the CSA @PS) and the FBI, and assisting with

(rs,orr r.rn 
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1.7 DUTIES OF ORGANIZATIONAL PERSONNELWITH SECURITY

RESPONSIBIIJTIES (OPSR, previously known as the Local Agency Security Officer (I-{SO)):
The USER AGENCY will designate an individual to seffe as the Organizational Person with

Informatioo Securitv and Privacy Responsibilities (OPSR) who shall be responsible for ensuring

compliance with NN{LETS/NMCJIS and the CJIS Securin'PoJicy. The OSPR will serve as the pdman'

technical liaison betw-een the local agenq', CJIS CSA, and the FBI. This role is critical in ensuring

compliance with the CJIS Securitl, Policy aod supporting the agency irr maintaining the necessary

technicalinfrastrucrure and documentation.
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technical audit questions, clariEcations, and updates;

Supporting poliry compliance and ensudng the NM Information Security Officer (ISO) is

prompdy informed of all security incidents where CJI may be affected;

Assisting in preparing for, and respoading to, audits by the FBI and DPS, and ensuring all

techlical requtements and documentation are accurate and up to date; and

Advising the Agency oo industry best practices to enhance the security and compliance of
systems handling CJI data.

Techdcal Liaison: Serving as the technical poirt ofcontact for the CSA (DPS) and the FBI, and

assisting with techaical audit questions, clariEcations, and updates.

Creating and maintaining

a. Network Diagram Management Assisting irt creating, maintaining, and updating the

Agency's network diagram in accordance witl most current CJIS Secudty PoJicy.

b. Physical Diagtam Management: Assisting in creating, maintaining, and updating the Agency's

physical diagram in accordance with most current CJIS Securitv Policy.

c. CJIS Security Policy Compliance: Helping the Agency implement and maiotain the technical

controls requLed by the CJIS Security Policy to ensure secure handling and transmission of
Criminal Justice Information (QI).

\_111.
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1.9 PRIORITY 1 CONTROIS: The USER AGENCY shall eosure that Priority I Controls are in place

in accordaoce with the current version of the CJIS Security Policy. Failure to comply with these controls

may result in sanctions.

1.10 HIT CONFIRMATION: The USERAGENCY shdl ensure that the Hit Conhrmation procedures,

as prescribed in the NCIC, NLETS, and NN{II,TS/NN{CJIS Operadng Nfanuals, are adhered to.

1.l1HOURS OF OPERATION: AII USER AGENCIES with 6le entry capabilities on NMLETS/NMCJIS

are required to maintah twenty-four (2,+)-hour, seven (7)-da,v-a-week operation. USER AGENCIES not

operating twenq-four (24) hours a dav, ser.en (7) davs a week are required to enter into an agreement with

a USER AGENCY that operates tweng'-four (2.1) hours a day, ser.en (7) days a rveek to act as its alternate

terminal as prescibed in t}le NMLETS/NMCJIS Operating N{anual.

1.12 QUALITY CONTROL: The Agency Administrator/Agency Designated Adminisrator and/or the

appointed Terminal Agencv Coordinator (IAC) accepts responsibiLity for the timely enty and the vaLidiq,

of all records eotered by the USER AGENCY. The indir"idual selected as the TAC for the USERAGENCY
must be identiEed on the firral page of this document, firrther noting that any changes to this designation

must be commuoicated within ten (10) wotking days to the NCIC Coordinator for the DPS, at dps.ncic-

suDDoft(adDs.nm.sov- via lhe Helo Center at ll ms: / / helo.dos.run. po\ - or bv callins 505.827.3413.

Procedures for timell, entry and the validatioo process are oudined in the NCIC and NMLETS/NMCJIS
Operating Manuals. Measures for purging or canceling entries will be adhered to in order to maintaio system

integrity. The USER AGENCY must frrlly comply with quality control and Hit Conhrmation procedutes

or risk removal of records from NCIC/NMCIC and possible loss of connectivity to NMLETS/NMCJIS.

1.13 DATA DISSEMINATION: The USER AGENCY shall record all disseminations of Criminal

History Record Information (CHRI) received via NMLETS/NMCJIS on the prescribed log. The log shall

be maintained and retained for at least three (3) years from the date of the fiansactioo. Crirninal history

requests tlrough the III must be in accordance with current III policies and procedures. The USER
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AGENCY must ensure that CHRI received will only be used for those purposes for which it was prowided.

In addition, all data retrieved from NMLETS will adhere to dissemination regulations outlined in the

NMLETS Operating Manual.

SECTION 2: TECHNICAL AND SECURITY

THIS SECTION APPLIES TO ALL AGENCIES THAT UTII T7E THE DPS NETWORK.

2.1 DUTIES OF THE DPS: The DPS will pror.ide seven [) days-a-week technical support specialists.

From 0000 to 0800 it will only provide "emergency support," which includes afry event that affects the

abfity of an of6cer or a dispatch center to perform their job function. The DPS will provide after-hours

technical support. Through these mechanisms, the DPS will provide suppon to verifv that the connectivig'

to the DPS network is operat.ional.

The DPS rvill be responsiblc for

i. Providing application software to the USER AGENCY that supports ttre intent of this agreement

and connectivity to the DPS.

ii. Answering questions and toubleshooting issues directly associated with the applicatioos the DPS

provides. These applications include, but may not be limited to, NMLETS and CJIS.

in. Working with the USER AGENCY to design and implement iotemet working solutions that are

both secure and munrally beneficial to each agency's processes and workhg rrrith the USER

AGENCY to provide knowledge traosfer for the implemented technologles.

iv. Storing and creating audit logs u,ith informatjon about events that occurred oo the DPS fuewalt
DPS host systems, or DPS fletwork.

v. Notiling USER AGENCY ofupdate schedules, system requirements, recomnrended standards, etc.

i. Non-DPS supported software and/or applications.

ii Non-DPS hardwaie components such as PCs, printec, switches, routers, Erewalls, wirin& etc.

iii. PC Operating Systems.

iv- Initial and ongoing maintenance (patches, updates, etc.) on any and all of the above.

v. USER AGENCY system and network logs.

2,2 DUTIES OF THE USER AGENCY: The USER AGENCY hereby agrees that the USER

AGENCY is responsible for al1 initial, recurring aod replacement costs and support associated with
conaectivity to the DPS network, includiog but not limited to PCs, r:outers, circuits, and printers, and is

responsible for all initial recuring, and replacement costs and support associated with additional secuity
measures reconrmended by the DPS which are required in the FBi CJIS Security Policy. To protect these

services, any suspected compromise of USER AGENCY network shall be reported to the DPS

immediately upon recognition of the suspected compromise so tlatDPS can report tie compromise to the
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The DPS will NOT be responsible for:
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FBI in thtty (30) minutes or less. USER AGENCY MUST imrnediately call 5O5-629-1221 or 505-303-

47 46 upoo discovery and continue to report until its issue has been acknowledged. Compromise includes

any credible network threat, breach, attempted breach, cybertfueats, etc.

The USER AGENCY understands, agrees, and accepts drat the USER AGENCY is responsible for all PC

support, which includes loading and set-up of the DPS application software as provided. The USER

AGENCY will not$ the DPS at least five (5) business davs prior to adding and/or replacing any existing

rvorkstations vrith access to NN{LETS. The USER AGENCY is responsible for implementing and

maintaining virus protection software on local network devices. The USER AGENCY must comply with

Multi-Factor Authenticatioo requirements. The USER AGENCY's hatdvrare and softwate must comply

rvith current NIST standards. The USER AGENCY devices that are connected to the DPS network shall

use the DPS-provided station name.The USER AGENCY shall be removed from the network in the event

of failure to comply with rhese requirements.

The USER AGENCY shall request in writing to the DPS at nm-cso@dps.nngov and teceive wdtten

approval for any new computer-aided dispatch, records management systems, connections, circuits, and/or

any other systems that process, store, or transmit any crimhal justice information, as well as any

modiEcations to those ctrtendy existing prior to the USER AGENCY entering into aoy confiacts or ordedng

any such item from a vendor. Any USER AGENCY with connectivity to another organizatioo's netwotk

and/or the Intemet shall implement the security technologies oudined in the NMLETS Operating Nfanual.

Along with the implementation of securiry technologies, tlre USER AGENCY must provide DPS with, or

cooperate with DPS personnel to create, documentation of these links to extemal coniections. All
intemetworking solutions to be implemented on networks with connectivity to the DPS must also be

submitted in writing and receive written approval by DPS prior to the USER AGENCY entering into any

conftacts or supplying funds for such solutions. AII submissions referenced in this paragraph are subject

to approval by the DPS to ensure compliance with security laws, regulations, and policies. The USER

AGENCY shall ensure tiat all vendor/contractor personnel are propedy vetted prior to gaining access to

CJI according to the cunent version of the CJIS Security Policy (CJISSECPOL).

2.3 PERSONNEL SECURITY: 'I'he USER AGENCY will ensute that prior to gaining access to

Crirninal Justice Information (Q!, all petsonnel will be screened according to the personnel background

screenirrg policv prescribed in the current version of the FBI CJIS Security Policy. State and National

fingerpriat-based background checks shall be required pursuant to tle CJIS Security Poligv for all agency

persoorel and contractors with direct, indtect, or incidenal access to CJI (including but not limited to:

maintenance staff, IT staff, HR staff, and those with direct read/write system access) prior to gaining access

to CJI. If any records are retumed ftom the background check, access will not be ganted until the CJIS

Systems Officer (CSO) or his/her designee can revierv t}re matter to decide if access/emplol'ment is

apptopriate. In addition, NCIC Criminal History (II), NCIC, and NMLE'IS rvants and warrants checks

will be conducted prior to emplol.raent. If a felony conviction of any kirld is found, access will not be

granted. All persoonel must undergo a fingerprht-based background check every five (5) years and have

a III mn annually. Completed background check records must be retained and made available for audits.

The USER AGENCY must also provide the proper role-based security and literacy trairirlg to personnel

dependiog upon their access to CJL This training must be given prior to gaining access to NMLETS
infonnation, and completed annually, when system changes ate made, when security incidents occw, when

changes are made to the CJIS Security Policy, and followiog ary DPS and/or local agency audits-
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2.4 TRAINING OF PERSONNEL: The USER AGENCY personnel operating NMLETS
terminals, including N{obile Data Terminals/Computer (N{DTs/N{DCs), are requted to satisfactori\

complete tie prescribed training as provided b,v or approved by the DPS. The USER AGENCY TAC is

responsible for ensuring initial taining, functional testing, and aff,rming the ptoficiency of terminal

opefators within ninety (90) days of employment or assignment. They must also enswe that in-service

retrainin& functional retesting, and reafftmation of ttre proficiency of terminal operators are provided

annually in order to ensure compliance with NCIC and NN{LETS policies and regulations. 'fhe training

provided should focus on entry level ftaining on the use of any software used to access NN{LETS, NCIC
Crirninal History (I! requirements and record quality for crirninal justice agency records personnel.

2.5 OPERATOR ACCESS: The USER AGENCY is responsible for actions of agency personnel

usiog the NMLETS system and data derived from the NI\ILETS system. All systems submittiag or

receiving CJI, Cdrninal History Record Information (CHRI), or Personally IdentiEable Informatioo plI)
shall uoiquely identify each user- Any violation of the policies iocorporated in this agreement shall be

prohibited bv the agency, including but oot limited to:

i. Shating of user qedentials for access to the NMLEIS S1'stem;

n. Alowtng NMLE'TS access &om public\ accessible computers.

Each agencv shall set staodards o f dis cipliae for the r.-iolation of CJIS policies and document such sundards.

This may include incorporating the handling of violations of CJIS policy into agency policies for other

disciplinarv actions, up to and including USER AGENCY employee access su.pension.

2.5 DATA SHARING: The USER AGENCY is responsible and accountable for ensuring that any

vendor/contractor that utilized NCIC and NMLETS data meets the requirements irt this agreement. The

USER AGENCY and any vendors/conftactols will share data uith DPS in a timely manner for common

puq)oses as detrned b1' DPS.

2.6 ACCOUNTABILITY AROUND DATA SHARING: The USER AGENCY has sole

responsibility and accountability for ensuring compJiance with all laws, regulations, policies, and procedwes

applicable to its entry and sharing of information including but not lirnited to the federal Driver's Privacy

Protection Act (18 U.S.C. S2721 et seq.) as v'ell as anv aod all appJicable New Nfexico State laws peraidog to
records and data.

2.? SECURITY: The USER AGENCY agrees to limit access to information fumished by NMLETS
to authorized employees, contractors/vendors, and otler ciminal iustice/law enforcement agencies who
have entered into tlris agreement sith the DPS and/or the USER AGENCY to protect dre security and pdvacy

of this information.

2.8 AUDITS: The USER AGENCY will allow terrninal access to State and Federal Auditors to conduct

audits ofthe ageocy and contractors/veodors, as prescribed in the NCIC and NN{LETS Operating Nlanuals

and the FBI CJIS Security Policy. The DPS will conduct an audit for each agency at least once every ttuee

(3) years. Addrtionalln the FBI audit staff will conduct audits at Ieast once every thee (3) years, which will
include a sample of criminal justice agencies in New Mexico ttrat ate authorized recipients of CJI. The
objective of this compliance audit is to veri!, adherence to DPS and FBI policies and regulations.
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The USER AGENCY TAC is the primary poirt of contact for audit inforrnation. Audit information

requested for DPS or FBI auditing purposes is to be provided in a complete aod timely manner. The OPSR

shall provide technology secutity audit information through the TAC.

2.9 SANCTIONS FOR VIOIATIONS: The DPS ma_v sanction the USER AGENCY for failure

to meet the standards of rhe po)icies referenced in this document. Ifa DPS audit identiEes policy riolations,

the DPS will report the Endings to the agency in violation and request a mit.igation plan. Failure to mitigate

audit Frrdings will result in sanctions as directed b,v the DPS-

The DPS may impose sanctjons oo indir.idual opetators if an operator is found to have used DPS-CJIS

systems in a maflner that is against FBI and/or DPS policy, whether for unauthorized access, improper

dissemination, unfounded query, or other use of the system tlat is oot pursuant to state or federal larvs.

These sanctions may include corrective trainin& temporar)' suspension, or permanent revocation ofaccess.

Access to NCIC and CHRI is limited by the following authorities:

i. CJIS Security Policy Version 6.0:

a. Information Handling Access to CJI must be restricted to authorized individuals. .Jae

generally, CJISSECPOL, V. 6.0, Access Conffo!, as amended.

b. Access Control Policy: Agencies must implement technical and procedural controls to

enforce the principle ofleast privilege. Jae CJISSECPOL, v. 6.0, AC-6, as amended.

c. Personnel Security: Only individuals who have undergone appropriate background checks

may be gtanted access to unencrypted CJL Ja CJISSECPOL, V. 6.0, Personnel Security, PS-

3, as amended.

d. Security Awareness Trainirrg: Users must complete appropriate kaining pdor to being

graflted access and annually thereafter. Jea CJISSECPOL, V. 6.0, AT-2, as amended.

e- Outsourciog Standards: Vendoc witll access to CJI must operate under management cootJol

of a CJA and sign an MCA and a Security Addendum. Jae CJISSECPOL, V. 6.0, Appendices

D. and H, as amended.

ii. 28 CFR Part 20 - CriminalJustice Information Systems:

a. $ 20.21@)(1): CHRI shall only be made available to criminal justice agencies for crimioal

iustice purposes.

b. $ 20.25: CHRI may only be accessed or dissemioated for authorized uses; misuse or
uoauthodzed access constitutes a violation of fedenl regulation. Any agency or individual

violating subpart B of the regulations [related to CHRI] shall be subject to a civil penalty not

to exceed the civil penalty amount as provided in 28 CFR 85.5. The current penalty is

$36,498.
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2.IO ACCESS RESTRICTIONS TO NCIC AND CRIMINAL HISTORY RECORD

INFORMATION
National Crime Information Center (NCiC) and Criminal History Record Information (CHRI) systems

contain higbly sensitive criminal justice information and are governed b1' federal law and the CJIS

Securitl Polig'. Access is oot discretionarv and must be granted stricdy in accordance with policy based

on role and function.
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iii. NCIC Operating Manual
a. Access is granted solely based on operational necessity under the "right to kaow" and "need

to know" standard.

b. Any use outside of of6cial duty (e.g, cudosity or convenience) is considered misuse and may

result in disciplinary action or loss of system access.

iv. Implications of Unauthorized Access:

a. Audit findings or corrective action from the FBI CJIS Division ot NMDPS as the state CSA

b. Sanctioos includiag temporary suspension of access

c. Civil and crirninal penalties for misuse of federal databases

2,11EFFECTIYE DATE, TERMINATION,AND EX?IRATION

This Agreement is effective when signed by the Parties, by and through thei duly authorized

representatives, and shall remain in effect until temrinated as hereinafter set forth. Either Party may terminate

this Agreemeflt for any reason. The termirating partv must provide the non-terminating party with written

notice of terminatiofl at least filrty (30) days in advance. Either Party may immediately terminate this

Agreement witlout advance written notice if either party, including any of its of6cers, employees, agents, and

any other persoos associated with either Party, violates any applicable state or federal law, rule, regulation,

procedure, or policy. If access is no longer needed or authorized by applicable state or federal law, nrle,

regulation, procedue, ot policy, the USER AGENCY must immediately noti$ the New Mexico Department

of Public Safety to terminate access. The New i{exico Department of Public Safetl may immediately

terminate USER AGENCY access when an applicable state or federal [aw, rrle, regulation, procedure, or

policy no longer allows for USER AGENCY access. This agreement expires on December 31" each year,

and new agreements shall be completed aonuallv or witllin ten (10) calendar days of the date of a change

in the signatories.

2.12 MERGER

This Agreement is the complete and exclusive statement of the agreement between the Parties with respect to

the subject matter thereof and supersedes all prior negotiations, representations, proposals and other

communications between tie Paries, either oral or wdtten. The Agreement may only be amended by a

written document signed by the Parties by and through their duly authorized representatives.
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SECTION 4: USER AGENCY INFORMATION AND ROLE DESIGNATION

I USE,R AGEN CY INORNLATION

Ageocv Name
Santa Fe County Adult Detention

ciq'
Santa Fe

Address Line 2 z''P
87508

State NIV

FBI Orginating Age nc1 Identifier (OR!
NM026065C

II. '|ERMINAL AGENCY COORDINATOR

Full Name and Tide
Emeterio Chavez Admissions & Release Records Manager

Dmail Address
Epchavez@santafecou ntynm.gov

Phone Number
(505)428-3843

III, j\SSISI'I\NT'I'ERNIINAI, ]\C] IiN(]Y COOIiD]N,\'fOR

Full Name and'IidcAfmandO TfUj i I lO CQ I

Email,\ddress
artrujillo@santafecountynm.gov

Phone Number
(5O5)428-3229

rv. ORGANIZATIONALPERSONNEL\VITIISECURITYRESPONSIBILiTIES(OPSR)
Full Name and Tide

Dominic LeDoux

EmailAddress
DLeDoux@santafecountyn m.gov

Phone Number
(505)428-3112

V- USER AGENCY HEAD

Full Name and Tide
Gregory S. Shaffer, Santa Fe County Manager

EmaiL r\ddress
gshaffer@santafecou ntynm. gov

Phonc Number
(505)986-6216

VI. NEWMEXICO CJIS AGENCY COORDINATOR

11 ll']:rgc oi 18
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Agencv Phvsical Address: 
2g camino Justica
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Full Name and Tide
Emeterio Chavez Admissions & Release Records Manager

EmarlAd&ess
epchavez@santafecou ntynm.gov

Phone Nrrmbet
(505)428-3843

\1I. NEW MEXICO DPS AGENCY HE{D
Full Name and -I'ide

SSqt$-&- ;r r? - Sean*h n 0,.
Email Address

U
t{ /A

Phone Number

N/r+
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